RAIFFEISEN Mail encryption

Raiffeisen Switzerland Cooperative Secure Webmail guide

Secure Webmail encrypts confidential data to prevent unauthorised parties from accessing it. This
guarantees confidentiality. If e-mails are sent without encryption, their content is not protected and can be
viewed by third parties during "transport”.

This step-by-step guide explains how Secure Webmail works. The e-mail address john.doe@raiffeisen.ch is a
placeholder for Raiffeisen and emma.doe@outlook.com is a placeholder for your e-mail address.

Note: The actual images you see may vary from the ones depicted here.

® VYou already have an S/MIME certificate issued by a certificate authority (CA), such as Quovadis, Thawte,
GoDaddy, GlobalSign or VeriSign, and now want to use it for encrypted e-mail communication between
Raiffeisen and your e-mail address. Please click here.
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1. Registering for Secure Webmail

1.1 Registering after receiving an initial encrypted message from Raiffeisen

® You've received the first encrypted e-mail with an attachment from your Raiffeisen contact. Your Raiffeisen
contact has shared the initial password with you. If not, please get in touch with your Raiffeisen contact and
ask for the initial password.

You have received an encrypted e-mail from John Doe <john.doe@raiffeisen.ch:>.
Subject: encrypted e-mail

You may view the message by opening the attachment to this message in an internet browser (e.qg.
Internet Explorer) and by typing in your password. The time until the login screen appears may vary
depending on the size of the attachment and the speed of the internet connection.

Should this be the first encrypted e-mail you receive from us, you will obtain the password from the
sender.You may change the password at first login. Future encrypted e-mails from us will always be
opened with the same password.

If you reply to the e-mail in an internet browser your message will automatically be encrypted.

Open the attachment "secure-email.html" in the e-mail. If you cannot open the file "secure-email.html", try saving it
to your computer first.

® If you cannot see the message in your inbox, please check your spam/junk mail folder.

Sichere E-Mail

Von:  John Doe <john.doe@raiffeisen.ch>

An:  "emma.doe@outlook.com” <emma.doe@outlook.com:>
Cc:
Betrefi: encrypted e-mai

Datum: Mon, 18 Mar 2019 14:11:04 +0100

Bitte wahlen Sie Thre Sprache. Please select your language. Veuillez sélectionner votre langue.
Selezionare la lingua.

English v

OK

User login

| @ Ifyou have not yet set your own password, enter the initial password which you have received from the message's sender

E-mail: | emma_doe@outiook com |

Password: | arennene |

Forgot your password?

Enter your information and choose a secure password that is known only by you and that complies with the password
criteria. You can also add your mobile number here, which will be used in the event of you forgetting your password.
Fields marked with an asterisk [*] are mandatory.

© Raiffeisen Switzerland 2019 Page 2 of 16



RAI FFEISEN Mail encryption

Raiffeisen Switzerland Cooperative Secure Webmail guide

Register new account

@ Please set a new password.

© Please enter your name and e-mail address, set a password and security question/answer.

# E-mail address: | emma doe@outlock com |
Full name: | Emma Doe |
Language: | English v |
© Password requirements © Password minimum length: 8

O Password must contain at least one special character

© Confirm password

* New password:

* Confirm password: | |

Please select a security question whose answer is known only to you. It will be used
during the password recovery process boih online and via telephone by our support
team

@ Password recovery

% Security question: My favorite country?

Enter a security question above or select one of

* Answer: | Iceland |

Mobile number: | 0041791234567 |

Please enter the telephone number in intemational format (eg. 0041123456789)

x:r -

You can now see the encrypted message you received.

Secure e-mail
@ Your account has been successfully created
4 Reply to

Date:  Mon, 18 Mar 2019 14:11:04 +0100

From:  John Doe <john.doe@raiffeisen.ch>
To:  "emma.doe@outiock com” <emma.doe@outiook.com>
Subject:  encrypted e-mail
Message:  This is an encrypied e-mail

This e-mail may contain confidential material. It is intended only for the person or entity which it is addressed to. In case you should

1.2 Registering to send an initial encrypted message to Raiffeisen

® You have never received an encrypted e-mail from Raiffeisen, but you want to be able to send an encrypted
message. To register, click on this "Secure Webmail" https:/secmail.raiffeisen.ch link.

Click "Registration".

RAIFFEISEN st [z reasiaion @ Language -

oeusen
. English
User login
tatano

E-mail: | |

— |

SIBGIAN  Forgot your password?
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Enter your information and choose a secure password that is known only by you and that complies with the password
criteria. You can also add your mobile number here, which will be used in the event of you forgetting your password.
Fields marked with an asterisk [*] are mandatory.

Register new account

@ Please enter your name and e-mail address, set a password and security question/answer.

% E-mail address: | emma.doe@outlock.com |
Full name: | Emma Doe |
Language: | English v
O Password requirements @ Password minimum length: 8

@ Password must contain at least one special character

@ Confirm password

% New password: | [R—— |
| excellent security |
% Confirm password: | [R—— |

Please select a security question whose answer is known only fo you. It will be used
during the password recovery process both online and via telephone by our support

© Password recovery

team.
% Security question: | My favorite country? |
| Enter a security question above or select one of: '|
% Answer: | Iceland |
Mobile number: | 0041791234567 |

Please enter the telephone number in international format (eg. 0041123456789).

E i

Check the information you have entered, then click "Continue".
The system sends an activation e-mail to the address that you specified.

Confirmation

| @ Please confimm the data entered and klick on "Save" when done. You will shertly afterwards receive an activation e-mail to your e-mail address, |

E-mail: | emma.doe@outlook.com |

Full name: | Emma Doe |
Security question: | My favorite country? |
Answer: | Iceland |

Mobile number: | 0041791234567 |

_l —

Success

& The activation e-mail has been sent to your address. Please follow the instructions given in the e-mail.

Open the activation e-mail in your e-mail application.

® If you cannot see the message in your inbox, please check your spam/junk mail folder.
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Click "Account activation".

Dear Emma Doe

Account activation

Account details

RAIFFEISEN

Account activation

E-mail address:
Full name:
Mobile number:

Registration date:

This is the activation e-mail for your secure e-mail account on secmail..raiffeisen.ch.

Please follow the link below in order to activate your account. If your mail reader does not allow you to
directly dlick on links, please copy the whole link into your browser's location bar.

emma.doe@outlook.com
Emma Doe
0041791234567

Mon Mar 18 17:31:36 2019

You can now use your information to log in to Secure Webmail.

User login

| @ Please log in now with your password in order to use your account

E-mail: | emma.doe@outiook.com |

Password: | P

|§| Forgot your password?

2. Working with Secure Webmail

2.1 Opening an encrypted e-mail

® If this is your first time logging in to Secure Webmail, click here.

You've received an encrypted e-mail with an attachment from your Raiffeisen contact.

Subject: encrypted e-mail

opened with the same password.

Secure e-mail notification

You have received an encrypted e-mail from John Doe <john.doe@raiffeisen.ch:>.

You may view the message by opening the attachment to this message in an internet browser (e.qg.
Internet Explorer) and by typing in your password. The time until the login screen appears may vary
depending on the size of the attachment and the speed of the internet connection.

Should this be the first encrypted e-mail you receive from us, you will obtain the password from the
sender.You may change the password at first login. Future encrypted e-mails from us will always be

If you reply to the e-mail in an internet browser your message will automatically be encrypted.
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Open the attachment "secure-email.html" in the e-mail. If you cannot open the file "secure-email.html", try saving it
to your computer first.

® If you cannot see the message in your inbox, please check your spam/junk mail folder.

Sichere E-Mail

Von:  John Doe <john.doe@raiffeisen.ch:
An:  "emma.doe@outlook.com” <emma.doe@outlook.com:>
Cc:
Betrefi: encrypted e-mai
Datum: Mon, 18 Mar 2019 14:11:04 +0100

Bitte wahlen Sie Ihre Sprache. Please select your language. Veuillez sélectionner votre langue.
Selezionare la lingua.

English

OK

Log in with your user information.

® If you've forgotten your password, click here.

User login

| © If you have not yet set your own password, enter the initial password which you have received from the message's sender.

E-mail: | emma.doe@outlook.com |

Password: | ........ |

Forgot your password?

You can now see the encrypted message you received.

Secure e-mail
@ Your account has been successfully created
+ Reply to

Date:  Mon, 18 Mar 2019 14:11:04 +0100
From:  John Doe <john.doe@rafffeisen.ch>

To:  ‘emma com” <emma. m>

Subject:  encrypted e-mail

Message:  This is an encrypted e-mail

This e-mail may contain confidential material. It is intended only for the person or entity which it is addressed to. In case you should
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2.2 Replying to messages

® You have successfully opened the message you received in Secure Webmail, and the screen appears as shown
below. If not, please log in to Secure Webmail. To review the login process click here.

Click the "Reply to" button.

Secure e-mail

© Your account has been successfully created

Date:  Mon, 18 Mar 2019 14:11:04 +0100

From: John Doe <john doe@raiffeisen.ch>
To:  "emma.doe@outiook com" <emma doe@outiook com>
Subject: encrypted e-mail
Message:  This is an encrypted e-mail

This e-mail may contain confidential material. It is intended only for the person or entity which it is addressed to. In case you should
not be supposed to get this e-mail we ask you to delete it without taking notice of its content. Any views or opinions expressed in this
e-mall are those of the sender and do not necessarily coincide with those of The Swiss Raiffeisen Group. Therefore this e-mail does
not represent a binding agreement nor an offer to deal. E-Mail transmission can be insecure and can contain efrors. Information
could be intercepted, corrupted, lost, destroyed, incomplete or may contain viruses. Neither The Swiss Raiffeisen Group nor the
sender can accept any liabilty for any kind of damage as the result of viruses or transmission efrors.

In the "To:" field, click the plus sign [#] to add more recipients. You can only enter e-mail addresses ending in
@raiffeisen.ch. In the "Attachments:" field, click the "Attach file" button to add attachments. All attachments may
not exceed a total of 15MB.

If you want to receive a copy of your reply, tick the box next to "Send a copy to myself". This box is ticked by
default. Click the "Send message" button to send your encrypted reply to your Raiffeisen contact(s).

Secure e-mail

From: | Emma Doe <emma doe@outiock.com>
To: John Doe <john doe@raiffeisen.ch> o
susanne smith@raiffeisen.ch o
+ —
Subject: Re: encrypted e-mail |
Attachments: B testdocx | ]
& Attach file | =
© Maximum attachment size: 15.0 MiB (15.0 MiB remaining)

Message:

This s an encrypted response message.

> On Mon, 18 Mar 2019 14:11:04 +0100, John Doe <john.doe@adm.raiffeisen.ch> wrote:

> This is an encrypted e-mail
>7

> This e-mail may contain confidential material. It is intended only for the person or entity which it is addressed to. In case you
shauld not be supposed to get this e-mail we ask you to delete it without taking notice of its content. Any views or opinions

———— % Send a copy to myself

i this opion is o set, your repy willno be availble on your focalsystem.
4 Send message
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2.3 Creating a new encrypted e-mail

Log in to the Secure Webmail portal at https://secmail.raiffeisen.ch using your current login information.

® If you do not yet have a Secure Webmail account, click here.
® If you've forgotten your password, click here for the next steps.

User login

E-mail: | emma.doe@outlook.com |

Password: | P |

Forgot your password?

In the "To:" field, click the plus sign [#] to add more recipients. You can only enter e-mail addresses ending in
@raiffeisen.ch. In the "Attachments:" field, click the "Attach file" button to add attachments. All attachments may
not exceed a total of 15MB.

If you want to receive a copy of your reply, tick the box next to "Send a copy to myself". This box is ticked by
default. Click the "Send message" button to send your encrypted reply to your Raiffeisen contact(s).

Secure e-mail

A Send message

From: | Emma Doe <emma.doe@outiook com>
To: John Doe <john.doe@raiffeisen.ch> ]
susanne smith@raiffeisen.ch ]
+ —
Subject: Re: encrypted e-mail |
Attachments: Btestdocx | ]
2 Attach file | =
© Maximum attachment size: 15.0 MiB (15.0 MiB remaining)

Message:

This Is an encrypted response message.

>0n Mon, 18 Mar 2019 14:11:04 +0100, John Doe <john.doe@adm.raiffeisen.ch> wiote:

> This is an encrypted e-mail
>2

> This e-mail may contain confidential material. It is intended only for the person or entity which it is addressed to. In case you
should not be supposed to get this e-mail we ask you to delete it without taking notice of its content. Any views or opinions

——— ¥/ send a copy to myself
Ifthis option is

ot sef, your reply will no be avaible on your local system
A Send message

3. Password and profile management
3.1Forgotten password

3.1.1 Receiving a new password by SMS

You've forgotten your password and want to reset it.
Click "Forgot your password?"
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User login

@ Login failed.

E-mail: | [emma doe@outiook.com |

Password: | |

- Forgot your password?

Answer the security question.

® If you cannot answer the security question, please get in touch with your Raiffeisen contact.

Password reset

Security question: | My Tavorite country? |

Answer: | Iceland | |

Please enter the answer to the security question below and click "Continue”

E —

® If you see the error message below rather than the screen as shown above, it means that you have already
requested a password reset but have not yet used the new password. In this case, please get in touch with
your Raiffeisen contact.

Error

@ The password has already been reset. Please contact support.

If you entered a mobile number when setting up your Secure Webmail account, you can select the "Mobile number:"
option.

Password reset

I @ Please choose how you would like us o reset your password: via SMS to your stored mobile number or by telephone (in this case enter telephone number for callback).

E-mail: | emma doe@outiook com |

= Mobile number: | 0041791234567 |

Telephone number: | 0041791234567 |

lil xcanee

The system sends you an SMS with a new initial password.
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Log in with your new initial password.

User login

| @ Your password was successfully reset. Please allow some fime for SMS delivery.

E-mail: | emma.doe@outiook.com |

Password: | ........ |

lil Forgot your password?

Choose a new, secure password that is known only by you and that complies with the password criteria.
Change your security question and the corresponding answer if necessary.

Change password

|o Your password has expired. Please set a new one

This password will be valid for all encrypted messages you receive from us. Please

© Change password
select the password carefully.

© Password requirements. @ Password minimum length: &

© Password must contain at least one special character

@ Confirm password

New password:

excellent security

Confirm password: | ............ |

Please select a security question whose answer is known only to you. It will be used

© Password recovery
during the password recovery process both online and via telephone by our support

team.
|
Security question: My favorite country? |
Enter a security question above or select one of v
Answer: | Iceland |

L]

Edit profile
@ The new password was set successfully.

# Edit profile & Change password & Key management

E-mail address: | emma.doe@outiook.com |
Full name: | Emma Doe |
Language: | English v

Mobile number: | 0041791234567 |

@ Please enter the telephone number in international format (eg. 0041123456789).

# Edit profile | @ Change password & Key management

If you want to create a new encrypted message, click here for the next steps.
If you want to open an encrypted message you received, click here for the next steps.
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3.1.2 Receiving a new password by phone

You've forgotten your password and want to reset it.
Click "Forgot your password?"

User login

@ Login failed.

E-mail: | femma doe@outlook com |

Password: | |

SIgIN | Forgot your pass:

Answer the security question.

® If you cannot answer the security question, please get in touch with your Raiffeisen contact.

Password reset

Security question: | My favorite country? |

Answer: | Iceland | |

Please enter the answer to the security question below and click "Continue”

S

® If you see the error message below rather than the screen as shown above, it means that you have already

requested a password reset but have not yet used the new password. In this case, please get in touch with
your Raiffeisen contact.

Error

© The password has already been reset. Please contact support.

You did not add your mobile number when setting up your Secure Webmail account, or you want to be contacted on
a different number. Choose the "Telephone number:" option.

Password reset

| @ Please enter a telephone number and click on "Send" to have your password reset. You will shortly receive a callback from us at the number provided

E-mail: | emma.doe @outiook.com |

Telephone number:

| 0041711234567 | |

* cancel

Success

© Password reset was successfully initiated. We will call you at the number provided as soon as possible to complete the process.

The Raiffeisen employee who sent you the most recent message will receive an e-mail containing your new initial

password and the phone number you specified. This person will call you on that number to tell you the new
password.
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® If you do not receive a call, it is possible that the person is absent or no longer works at Raiffeisen. In this
case, please contact your Raiffeisen bank. You can find the phone number on the Raiffeisen homepage
https://www.raiffeisen.ch.

Log in with your new initial password.

User login

E-mail: | emma.doe@outlook.com |

Password: | P |

Forgot your password?

Choose a new, secure password that is known only by you and that complies with the password criteria.
Change your security question and the corresponding answer if necessary.

Change password

|0 Your password has expired. Please set a new one

This password will be valid for all encrypted messages you receive from us. Please

@ Change password
select the password carefully

© Password requirements @ Password minimum length: &
@ Password must contain at least one special character

© Confirm password

New password: | ........... |

Confirm password: | ............ |

Please select a security question whose answer is known only t you. It will be used

@ Password recovery
during the password recovery process both online and via telephone by our support

team.
1
Security question: My favorite country? | |
Enter a security question above or select one of: v
Answer: | Iceland | |

Add your mobile number if necessary.

Edit profile
@ The new passv,orﬂ was set SUEEESSfUH)'

# Edit profile @, Change password & Key management

E-mail address: | emma.doe@outiook.com |
Full name: | Emma Doe |
Language: | English v

Mobile number: | 0041791234567 | |

@ Please enter the telephone number in intenational format (eg. 0041123456769).

# Editprofile | @ Change password | & Key management

If you want to create a new encrypted message, click here for the next steps.
If you want to open an encrypted message you received, click here for the next steps.
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3.2 Editing your profile

You want to make changes to your profile, e.g. your mobile number.
Log in to the Secure Webmail portal at https://secmail.raiffeisen.ch using your current login information.

User login

E-mail: | emma doe@outlook.com |

Password: | ............ |

ro e

Click your e-mail address in the top right of the screen.

RAIFFEISEN #wreema  asearcn ® Logout

Secure e-mail

A Send message ‘

w | | +

sujct: [ |

Click "Edit profile" and make the necessary changes.

Edit profile

# Editprofile || & Change password | & Key management

E-mail address: | emma.doe@outiook.com |
Full name: | Emma Doe |
Language: | English |

Mobile number: | 0041791234567 |

© Please enter the telephone number in intemnational format (eg. 0041123456789)

B save

& Edit profile | & Change password | & Key management

Click "Change password" if you want to change your password or security question.

Change password

# Edit profile || @ Change password & Key management

This password will be valid for all encrypted messages you receive from us. Please

© Change password
select the password carefully.

Current password: |

© Password requirements O Password minimum length: 8
O Password must contain at least one special character

O Confirm password

New password: | |

Confirm password: | |

Please select a security question whose answer is known only to you. It will be used

@ Password recovery
during the password recovery process both online and via telephone by our support

team
Security question: | My favorite country? |
| Enter a security question above or select one of v |
Answer: | Iceland |

—
# Edit profile @ Change password & Key management
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4. Using your own S/MIME certificates and PGP keys in Secure Webmail

4.1 Encrypting e-mails with an (CA) issued S/MIME certificate

If you already have an S/MIME certificate issued by a certificate authority (CA) and have integrated it correctly into
your e-mail application, all you need to do is send a signed e-mail to your Raiffeisen contact once. The public key for
your certificate will be automatically imported at Raiffeisen.

From that point on, all of your messages from and to Raiffeisen will be sent in encrypted form, as long as they are
explicitly flagged with the "Encrypt” option. In certain circumstances you will no longer have to enter a password and
you can close these instructions.

4.2 Encrypting e-mails with a self-signed S/MIME certificate or PGP key

® You have a self-signed S/MIME certificate or PGP key and want to use this for encrypted e-mail
correspondence between Raiffeisen and your e-mail address.

Log in to the Secure Webmail portal at https://secmail.raiffeisen.ch using your current login information.

User login

E-mail: | emma.doe@outlook.com |

Password: | PrepTr—— |

SIEOGIN | Forgot your password?

Click on your e-mail address in the top right of the screen.

RAIFFEISEN ~#wieemai asearcn

Secure e-mail

A Send message

Click the "Key management" button.

Edit profile

# Edit profile & Change password & Key management

E-mail address: | emma_doe @outlook.com

Language: | English

Full name: | Emma Doe |

Mobile number: | 0041791234567

O Please enter ihe telephone number in international format (eg. 0041123456789)

# Edit profile | @ Change password | @ Key management

= Save
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Click the "Upload new certificate" button for S/MIME certificates, or the "Upload new PGP key" button for PGP
keys, to upload your public encryption material that is linked to your e-mail address.
Where possible, always use an S/MIME certificate.

Keys/Certificates

@ Encrypted e-mail by default s sent to you using Secure Webmail encryption. If you configure your own certificates or PGP keys here, encrypted e-mail wil be sent using
SIMIME or PGP encryption. Please make sure you also have the corresponding private key(s). Else you will not be able to read the encrypted e-mails

# Editprofile | & Change password | @ Key management

Your encryption certficates

Your PGP keys

.
[ PYT— | ‘
L

# Editprofile | & Change password | @ Key management

Now download the certificate for your Raiffeisen contact and install it in your e-mail application.
To do this, click "Search".

RAIFFEISEN 4 wieema & emma doe@outookcom @ Logout

Keys/Certificates

© Encrypted e-mail by defaultis sentto you using Secure Webmail encryption. If you configure y
SIMIME or PGP encryption. Please make sure you also have the corresponding private key/(s)

own certificates or PGP keys here, encrypted e-mail will be sent using
you will not be able to read the encrypted e-mails

# Editprofile | @ Change password | @ Key management

Your encryption certificates

Enter the e-mail address for your Raiffeisen contact.

Search Keys/Certificates

@ You can search for other users' keys/certificates by entering their e-mail address below.

E-mail address: | john.doe@raiffeisen.ch |

Click on "Download Certificate" and install the certificate for use in your e-mail application.

® You will have to repeat this step for all Raiffeisen users with whom you want to communicate using
encrypted messages and without entering a password.

Search Keys/Certificates

@ You can search for other users' keys/certificates by entering their e-mail address below.

E-mail address: john.doe@raifieisen.ch

Q search

Encryption cerificates

Certificate Subject:

C = CH, O = Raiffeisen Schweiz Genossenschafl, CN = John Doe, emailAddress
= john.doe@raiffeisen.ch

Serial No.: | 6131331A6B42E2E90098749D5642EBB40021C985 |

Expiry date: | Dec 6 15:03:00 2021 GMT |

ad Certificate

PGP keys

No PGP keys were found.

© Raiffeisen Switzerland 2019 Page 15 of 16



RAI FFEISEN Mail encryption

Raiffeisen Switzerland Cooperative Secure Webmail guide

From that point on, all of your messages from and to those Raiffeisen contacts whose certificates you have imported

will be sent in encrypted form, as long as they are explicitly flagged with the "Encrypt" option. In this case you will no
longer need to enter a password.
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